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McAfee University -  
Control Center System Administration  
 

Investing in your solution 
 

The Control Center System Administration course is a fast paced hands-on introduction to 

managing/configuring McAfee Enterprise Firewall’s via Control Center Management Server. It 

supplies a broad familiarity with day-to-day administration skills and the knowledge required to 

use those skills effectively. 

  

Course Overview McAfee University 

McAfee Education Control Center 
 

Subject areas include:  

• Control Center & Firewall System Overview  

� Appliance Platform Options  

� SecureOS®  

� Type Enforcement®  

� Burbs 

• Features and Components Overview 

• Control Center & Firewall Installation and  Integration 

o Planning and Hands-on Practice 

• McAfee Firewall Auditing and Reporting 

• DNS Concepts, Configuration & Customization 

• Policy Management  

o Proxies 

o Servers 

o IP Filters 

• Application Defenses 

• Authentication Configuration 

o On-board Authentication 

• HTTP Configuration & Customization 

• SMTP Configuration & Customization 

• McAfee Firewall System Management 

o Patches 

o Backup/Restore 

o Admin Accounts 

• Control Center System Management 

o Patches 

o Backup/Restore 

o Admin Accounts 

o Configuration Domains 

• IPSec VPN’s 

• McAfee Firewall Reliability and Scalability 

o High Availability 
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o Load Sharing High Availability 

• Control Center Reliability and Scalability 

o High Availability 

• Function-Specific Diagnostics & Debug Tools 

 

All topics are supported by hands-on exercises specifically designed to increase knowledge retention.  
 

 

Course Pre-requisites 
 

It is recommended that the students should have a working knowledge of Windows administration, System 

Administration concepts, a basic understanding of computer security concepts, and a general understanding of 

viruses and anti-virus technologies.

 

About McAfee Education 

 
For enterprise customers needing to obtain a greater understanding of security technologies and their deployment McAfee 

Education provides a comprehensive learning experience. These courses transfer McAfee’s experience in our products and their 

deployment to the attendees of these courses.  
 

 

Learn More 

Visit www.mcafee.com or email us at education@mcafee.com. Along with our partners, McAfee offers a wide variety of services 

to help you assess, plan, deploy, tune, and manage your security. 


